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Amadeus Back Office Enhancement
Credit Card Concealment in Amadeus Interface Record (A.I.R)

Dear Business Partner,

It gives us great pleasure to announce that in compliance with the industry standards set by
Payment Card Industry Data Security Standard (PCI DSS) and the Fair and Accurate Credit
Transactions Act (FACTA), credit card numbers can now be concealed in Amadeus back office
interface records

Key features

e Travel agents and third parties, which are not supposed to see the customers' credit card
numbers, will be compliant with the Payment Card Industry Data Security Standard (PCI
DSS) and the Fair and Accurate Credit Transactions Act (FACTA)

e Credit card number will be concealed with 0000 except the last 4 digits
e CVV or PIN number will be replaced with 0.

e By default the restriction is not imposed but can be enforced based on users’ decision

e AIR elements for which concealment is possible are: FP,MFP,Z-FOP,FOI AND PPI
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Illustration

FP (credit card)

With restriction: FPCCCA00000000003246/0000/USD50/A99;L6;P1

Without restriction:FPCCCAX2457898653246/1295/USD50/A99;L6;P1

FP (credit card + check)

With restriction: FPO/CHECK+CASH+/CCA00000000003213/000/USD50/A99;L6;P1

Without restriction:FPO/CHECK+CASH+/CCAX2457898653213/195/USD50/A99;L6;P1

MFP
With restriction:MFPO/CHECK+CASH+/CCA00000000003213/0000/USD50/A99;L6;P1
Without restriction:MFPO/CHECK+CASH+/CCA12457898653213/1295/USD50/A99;L6;P1
Z-FOP
With restriction: Z-FOP-INCCCA00000000003213/000/USD50/A99;L6;P1
Without restriction:Z-FOP-INCCCAX1245789865874/195/USD50/A99;L6;P1
FOI
With restriction: FOI AF FOID-CC00005678/DL/PP342X;P1
\Without restriction: FOI AF FOID-CC12345678/DL/PP342X;P1
PPI

With restriction: PPI; INF; TV-FRF600.00;SI-;PV-FRF30.00;BD-03MTH; PI-;PP-;
CC-AX0000000000000000300; NB-;GE-F;FD-;S5

Without restriction: PPI;INF;TV-FRF600.00;SI-;PV-FRF30.00;BD-03MTH;PI-;PP-;
CC-AX3749875858110090300;NB-; GE-F; FD-; S5

For more clarification, please contact your nearest Amadeus Help desk
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