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Amadeus Customer Profiles Enhancement - Credit Card
concealment in remark elements

Dear Travel Partner,

As another step towards data security and PCI-DSS compliance, Amadeus is pleased to
introduce the latest enhancement in securing credit card data stored in customer profiles.

e By default, the Credit card and CVV numbers stored in remark elements will be
concealed in Customer Profiles product.

e In aremark, when a sequence of 3 or 4 digits is following ‘CVV' or *CV' or ‘CVC' or
a CC number, it will be considered as a CVV and will be concealed as well (replaced
by 999).

e The restriction can be enforced or removed based on users’ decision

Illustration

Default Profile display with restriction

/*T* LEWEIS/CARL MR ####@ CC Number
——————— PNR TRANSFERABLE DATA P0/0000:0:0:0'
1 A NM 1LEWEIS/CARL MR Concealed &
2 S RM CC NUMBER VIXXXXXXZXXXXX1111l 4
3 S RM CC CVV NUMBER 999 CVV replaced
END OF DISPLAY by 999
*PROFILE MODE*

A 4
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Profile display without restriction

*T* LEWEIS/CARL MR HPHDO1
——————— PNR TRANSFERABLE DATA CCU1A0980

1 A NM 1LEWEIS/CARL MR

2 S RM CC NUMBER VI4444333322221111 4

3 S RM CC CVV NUMBER 123 4————-""'_______________——7
END OF DISPLAY
*PROFILE MODE

CC Number
& CVV
revealed

For more clarification please contact your Amadeus Helpdesk
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